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ABSTRACT

Cloud adoption is accelerating rapidly, driven logtcsavings, agility, and efficiency. Whether ussaes extending
internal resources or fully deploying in the clowdganization needs to share the responsibilitysémurity with service
provider. This means that while cloud service pdevs (CSPs) cover the physical and network infuatires and
virtualization layer, responsible for securing theest operating system, applications, data, andnfeeting compliance
regulations. If security doesn't go beyond thevatiloud, then probably are not meeting sharedorespility. Users can
increase overall protection and reduce administnaliy building elastic security into cloud archttees. To help shared
responsibility, this paper provides the most cotepket of recommended security capabilities arelghations available
for cloud services such as AWS, Microsoft Azureg afMware vCloud Air. When security is integratedttwthe leading
cloud services platforms, cost and complexity gamlomaking it faster and easier for to meet seguetuirements while

realizing the operational benefits of the cloud.
KEYWORDS: Cloud Security, CSP, Security Integration
INTRODUCTION

Cloud computing provides internet based services ofility basis to the business process. The tsnsimre a
pool of resources that are dispersedly owned anthged. Hence security is a major concern in thedcknvironment.
The consumers will loss the control of data in ¢feud environment and hence a proper trust mecimisisiecessary to
ensure data security and privacy [1]. As the cleodhputing is composed of different local systemd artludes the
members from multiple environments, therefore theusty in cloud is complicate. In one side, theusggy mechanism
should provide guarantees secure enough to thearséne other side, the security mechanism shoolde too complex
to put the users into an inconvenient situatione Dpenness and flexibility of the computer and peapaommercial
operating systems have been important factors stipgdheir widespread adoption. However, that veayne openness
and flexibility have been proved to be a doubleegdgword, because it brings complexity, reducest ttagree and threat
against security. So there should be a balanceeeetihe security and the convenience [2]. Whilerdoading files from
the internet, the users unknowingly downloads hatmdftware such as key logger. The user-sensitata such as login
and password gets hacked with the software su@pwware, Trojans etc. while the user works withdker interface in
order to access the web services. The data imfeetéd computer is no longer safe. Thus even tdténg all the safety
measures such as installing antivirus software, at&we exist the risk of our sensitive data ggttiacked when we use the

web-service of cloud computing [3]. The five esgdralements of cloud computing are the following:

a) On-Demand Self-ServiceThe cloud computing provides the cloud resouroethé users whenever they are

required without any human interaction.
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b) Broad Network Access:The computing resources are available over theorkt(e.g. Internet) and for access

heterogeneous platforms, such as tablets, PCs, afatsmart phone.

c) Resource Pooling:The cloud providers serve multiple customers wibimputing resources. With the pool

based model the clients will not know the locatiditheir stored data.
d) Rapid Elasticity: For consumers, computing resources can be scaleer éise requirement.

e) Measured Service:The cloud infrastructure has the mechanism to nmeathe services provided for the

customers in the shared pool of resources [4].
SECURITY THREATS IN CLOUD COMPUTING

Cloud computing faces various security threatsséweral reasons: a) Loss of control — the uses's fbe control
of data in the cloud environment and hence thelusyptographic techniques cannot be directly aapfor the purpose of
data security. To ensure continuous and long texta security of the various kinds of data storethécloud, the problem
of integrity and correctness of stored data in @lbacomes more challenging. b) Integrity of daféhe stored data need to
be frequently updated. Individual user’s data durelantly stored in multiple physical locationduaher reduce the data
integrity threats. Therefore, distributed protodolsstorage correctness assurance will be of ingsbrtance in achieving
a robust and secure cloud data storage systene ire#th world. However, such important area remtirtze fully explored

in the literature [5].

In cloud computing, many users and even the ressun or leave the cloud at random. There shbelch
trustworthy relationship among the users, resoueres the cloud. Establishing the trustful relatlipsis a challenge
because of the different security policies of thera and the resources in the cloud. In fact, théltdbe a Service Level
Agreement between the cloud participants to maintia® confidentiality of their data [6]. The tradital way to ensure
security of data during transmission and storage ompress the data and encrypt it [7]. Unenegputata of the client
cannot be stored in the cloud because the clouddaowill have access to the data and hence thédemtiality of the
data will be lost. Also, a malicious cloud providem modify the client’s data and hence, the iite@f the data will be
lost. An encrypted file system is used to encrijptiser’s data, manage and create keys which adefoisdata encryption

and decryption.

The encryption and decryption of files is transpar® the user and the application [8]. The depbledand
secure computing includes not only security andidentiality, but also reliability, availability,afety and integrity [9].
Considering these facts, we propose a new wayishabnducive to improve the secure and dependaiigpating in
cloud. Cloud computing provides Internet-based isessto customers and business and also providesfisant cost

effective IT resources as cost on demand IT basdtieactual usage of the customer.

The cloud computing technology helps companies witith more efficient computing by centralizing rneses,
but at the risk of data privacy. The diversity gets multiplies the associated risk. Identity mamagnt (IDM) is one of
the key components in cloud privacy and securibys Tan improve security and user satisfactiontaid reduce some of
the problems associated with cloud computing. Tentity management can be deployed by a centratipetbonent

processing authentication and authorization regUésf.
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CLOUD TPA

Employing Trusted Third Party services within theud, leads to the establishment of the necessarst Tevel
and provides ideal solutions to preserve the cenfidlity, integrity and authenticity of data andnumunications [11].
In cryptography, when two parties want to intenatth each other and if security is their major cemg they both can
depend upon and trust this Third Party. The scd@eTd P within an Information System is to provieled-to-end security
services, which are scalable, based on standarbeseiul across different domains, geographicalsaeend specialization
sectors. The establishment and the assurancerastar¢lationship between two transacting parties| e concluded as a

result of specific acceptances, techniques and amésms.

The Third Party reviews all critical transactiomununications between the parties, based on thecfaseating
fraudulent digital content. Introducing a Trustelir@i Party can specifically address the loss oftthditional security
boundary by producing trusted security domains. described by Castell, A Trusted Third Party is ampartial
organization delivering business confidence, thlowpmmercial and technical security features, to edgctronic
transaction. It supplies technically and legalljatde means of carrying out, facilitating, produgiindependent evidence

about and/or arbitrating on an electronic transacti

Its services are provided and underwritten by te@inlegal, financial and/or structural means” ][Ilhis
infrastructure leverages a system of digital degte distribution and a mechanism for associdtivege certificates with
known origin and target sites at each participasagver [13]. TTPs are operationally connectedudhochains of trust
(usually called certificate paths) in order to pdeva web of trust forming the notion of a PublieyKInfrastructure (PKI)
[14]. For a good organization it is very essentiahave a cloud that allows investigation from gk party, audit the
outsource data to ensure the data security andtsawgsers computation and data storage. It is iepprtant to provide

public auditing service for cloud data storagethed the user trusts an independent third party.

PROPOSED SYSTEM
A. Cloud Security Broker

The Cloud Security Broker provides visibility, cosit and data protection through frictionless ARtegration
with the industry’s widest range of clouds. Newutle can be added in minutes and multi-cloud patimytrols provide

consistent security across sanctioned business Bpptires include

Cloud Discovery: provides control over Shadow IT, analyzing netwtekfic to all cloud apps, identifying and

categorizing more than 12,000 clouds, and analyzgkgwith over 100 metrics.

Activity Monitoring and Anomaly Detection: creates visibility over users (both internal amtemal), content,

and devices through an intuitive drill-down dashiloa

Compliance Scanning: discovers and classifies new and existing contesith outof-the-box policies and

integration with enterprise DLP systems.

Granular policy controls: make it easy to create context-aware policiesdbasevho, what, where, and why and

automatically take appropriate actions to preveith doss.

Policy-Based Encryption: selectively encrypt sensitive fi les preventingrthfrom getting into the wrong hands,

while authorized users can decrypt protected ffries any device.
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Direct Cloud Access:supports users from anywhere on any device, withouting traffic through a corporate
gateway—ideal for distributed organizations andiess partners.

B. Cloud Security Gateway

The Cloud Security Gateway provides inline protattienabling you to encrypt or tokenize specifitadiéelds

while maintaining exclusive control over the endigp keys. Features include

Zero-Knowledge Protection: unauthorized outsiders or cloud providers havevag to access the data without

the keys, which never leave your control.

Standards-Based, Validated Securityuses AES 256-bit encryption and is the only veriddhe space to have
passed FIPS 140-2 validation.

Searchable Strong Encryption: provides a transparent user experience while stipgokey functions like

searching, sorting, reporting, indexing, chartsl amre.

Enterprise Key Management: encryption keys never leave your organization arel never available to the

cloud provider, preventing accidental or forcectidisure.

Tokenization: meets the most stringent requirements for datmleesy as sensitive data never leaves your

network and is replaced by random token data irckined.

Malware Protection: detects and blocks malware from cloud applicatmmsutside users, closing a gap in most
organization’s AV coverage.

CONCLUSIONS

The rapid move to the cloud by all types of orgations has passed a tipping point and the benefis
clear—flexibility, agility, cost savings, futureqofing and more. But this inescapable trend raisesy issues for
security-conscious organizations as cloud appbaoatilack consistent visibility, data security, cdianpce, and control.
While the cloud lets you outsource your infrastouef your responsibility to protect critical bussseinformation never
goes away. When sensitive data goes to the cloudtgn’t be certain that it’s always protected antlaxposed to threats,
malicious insiders, or forced government disclosurbe cloud makes it easy for your users to shamtent and
collaborate with anyone, but you need tools to nmke that sensitive data doesn'’t get into the gitwainds, putting your
business at risk.
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